D5.12¢ OCARIoT Functial Validation v1 Versionl.0 ¢ Final.Date:29.022020

Deliverable 512
OCARIoFunctional Validation v1

Editor(s): NUTES
Responsible Partner: NUTES
StatusVersion: Final version v1.0
Date: 29/02/2020
Distribution level (CO, PU): |CO

5A80fFAYSNY ¢KAA& wLJiews\as Retiengency Aoy the2CorinisSionlamzie gpaniililesfor

Fye dza8 GKFd YrFre 0SS YIFEIRS 2F (KS AyTF2NXNIGA2y O2yil AySF
© OCARIOT Consortium Contract No. GA 777082 / RNP 3007 Pagel of 54
www.ocariot.com [E)ev-sn |



http://www.ocariot.com/

D5.12¢ OCARIOT Functial Validation v1 Versionl.0 ¢ Final.Date:29.022020

Project Number: GA 777082 / RNP 3007
Project Title: OCARIoT
Title of Deliverable: OCARIoT Functional Validation V1

DueDate of Delvery to the EC: {29/02/2020

\Workpackage responsible for tkWF’s ¢ OCARIOT platform integration and interfac

Deliverable:

Editor(s): NUTES
Contributor(s): NUTES
Reviewer(s): UPM CERTH
Approved by: All partners

Recommended/mandatory WP2. WP3 and WP5

readers:

Abstract: This deliverable will include the Functional Valida
of the system This report is version 1.

Keyword List: Functional Validation

Licensing information: This work is licensed unde€reative Commor

Attribution-ShareAlike 3.0 Urgpted (CC B'BA 3.0)

http://creativecommons.org/licenses/bga/3.0/

Disclaimer ¢tKAa RSEAOSNIOGES NBFE S
views and the Commission is not responsible for
use that may be made dhe information containe
therein.

© OCARIOT Consortium Contract No. GA 777082 / RNP 3007 Page2 of 54
WWW.ocariot.com (o) R



http://www.ocariot.com/

D5.12¢ OCARIoT Functial Validation v1 Versionl.0 ¢ Final.Date:29.022020

Documert Description

Document Revision History

Modification Reason Modified by
v0.1 30/09/2019 |First draft version: definition of thNUTES
deliverable content/structure;

v0.2 14/02/2020 |Ready for internateview NUTES

V0.3 28/02/2020 |Internal review CERTH, UPM

V1.0 28/02/2020 |Final version NUTES
© OCARIOT Consortium Contract No. GA 777082 / RNP 3007 Page3 of 54
www.ocariot.com ED) ev-sn |



http://www.ocariot.com/

D5.12¢ OCARIOT Functial Validation v1 Versionl.0 ¢ Final.Date:29.022020

Table of Contents

= o (o @0 0] 1= | = 4
IS o) o 11 =SSR 6
(IS 0 = o] =Y 8
TErMS AN ADBIEVIATIONS........oeeei ittt e ettt e e e et emr e e e e s et eseeeata s ess s s s omessan s s e s sbansessesbnseessrnnnn 9
EXECULIVE SUIMIMALY. ....eieitietee ittt ettt ettt ettt ettt e e bt e e ek bt e e e e a b et e e e a b et et e et bt e e ek be e e e anbe e e e enbeeame e e e 10
I 191 o Yo LU Tox 1T o P 11
R Y o To 1U {1 E o L= Y= = o] R 11
1.2. [ Yo U1 g T=] o1 RS 1 (U [ (< PP 12

2. Functional Validation of OVerall OCARIOT .......coieue e er e e e s e e e 13
2.1 (@)Y= =1 | IO 100 Y = Lo 1 T 13
2.1.1. OCARIOT DASHDOAIM. .....eeiiiiieeeee ettt e et e e e e e e e et e e e et s e esaaeesees 13
2.1.2. AP GAIBWAY. ... eeeeeeiieee ettt ettt e e e e e s s et e et e e e e e e e e e e e 14
2.1.3. Data AQUISTTION AP teeeeiiiteite ittt ettt ettt e e s s aab e e s e ab bt e e e e abe e e s s aneb e e e e e annees 15

2.2. Test Process for Functional ValidatiQ..........oooveeiiiiiiiiii e e 16
2.2.1. BIC=25 0 = T 1o PRSP 16
2.2.2. L= 19 1= ] o | SRR 18
2.2.3. RIS A GV o) TR 19
2.2.4. REPOI RESUILS. ...ttt s e et e et e e e 19
2.2.5. 2o T I =T (] o S PO PPRPTI 19

3. ¢KS tINIYSNBRQ LydSNYEkf . xbfARLOAZY. LNROSAA.. .21
3.1. THE TECNALIA PrOCESS .. .ottt e et e et e e et e s e e s b e e eaa e e saan e eerans 21
3.2. B TS0 1o Y (o Yo ST 22
S © 02N = [0} I B == ] o o =1 (o 15N 24
4.1. L= 0 d =V T 71T U SUPPRRPUP: 24
4.2. LIS 1= oSS 25
4.3. LIS A GV oY o T 27
A4, REPOM RESUILS ....eiiiiiiiiiiie ittt ettt e st e e e e st et e e s bbb e e e s aanbneeaeeas 28
T = 10 To I I = Tod (] o TP PPRPPTRTT 29
D AP GATBWAY. ... .ttt ettt e nh ettt £ttt e £ e £ £ttt et et ens £ s £ e £ et e e et ettt e e et e e aeeeeeeamrereeeees 31
LS 700 TS o =T 1 o PP TP 31
LI T D 1= o U UR P PP TUPPTPPP 32
5.3. LIS A G o1V oY o T 34
© OCARIOT Consortium Contract No. GA 777082 / RNP 3007 Pages of 54
www.ocariot.com (co) TR



http://www.ocariot.com/

D5.12¢ OCARIoT Functial Validation v1 Versionl.0 ¢ Final.Date:29.022020

Lo o L= o Lo L= U OSSR 36
LT =¥ o [ I 7= 1o (] o F PO P PP PPPPP 38
6. Data ACQUISILION APP...cciiriiieiiiieeiiiieeesimtiee e st e e sstieeessireeessimreeeessrreeessnneeessnneeessomnsneessnnneeessnneeessnnes 40
6.1, TESEPIANNING ...eeiiiiiiiiiie ettt e et e e et e e e st e e e e e e et b e e e e e abr e e e e e e nrereeeeaaae 41
G I =TS B D =T T | SRR 42
G T 11Ty Y=ot U 1 oY« 45
B.4. TESE RESUILS....euuuii ittt e e e et e e e e st e et e e e s et et e e e s ee bbb e e e e reaa e e e rreaaa s 46
ST = 11 T R =T (1o SRS 47
S O T o o3 [V o] 1 1= 48
R | 01 (=1 € F= I R oL/ L= /T 49
8.1. INTEINAI REVIEW L. ittt ettt et e e ettt e e e et e e e et e e se b e s eea e ssaasesaasseenansee 49
8.2. INTEMAI REVIEBW 2. ettt ettt e e ettt e ettt e e e et e e e et e e s et e e eaaseseteseeaaeeennneens 51
L R = {=Y (=1 1T g oY TR 54
© OCARIOT Consortium Contract No. GA 777082 / RNP 3007 Page5 of 54
www.ocariot.com (co) TR



http://www.ocariot.com/

D5.12¢ OCARIOT Functial Validation v1 Versionl.0 ¢ Final.Date:29.022020

List of Figures

HGUREL: OCARIT ARGHTECTURE. .....tetattteateaeauteeasseeessteeaaseeaasseeaassesaseessssesanssessssessassessnsesesssesanns 13
HGURE2: OCARIT DASHBOARD. ......ceeiutteateeeasteeaaseeeanteaaaseesassesaaseeeanseaeassesaaseaesnseeansseesssesssssessses 14
HGURES: THEOCARIT APIGATEWAY. ....uuttiititeaiieeaatteesteaesseeeasteeeassesaassessnseessssesanseeesnsesssssessnsenans 15
FHGUREE OCARITDAAPR. ...ttt ettt ettt e et e e et e e be e e am b e e e ebeeesabeeesnbeeanneaens 15
FHGURED: VALIDATIONPROCESS ... utteetteeasteaesuteasteaeasteeaaseeesstesaaseeesaseeaassesansessasseeanseesassessnseassnseens 16
FHGURED: TESTPLAN. ...ttt ettteeteeeettee ettt e et e e stt e e aste e e st e e e mbe e e ahe e e e mbe e e ambeeambe e e ambeeeseeeembeeebeeeanbeaanneeas 18
FHIGURET: TESTDESIGN. ...ttt tutteeauteeateeeasteeeasteeateeeasteeaaseaeasseaeasseeaateeeambeeabeeeambeeasbeeanbeeesneeeanseeeanns 19
FGUREB: BUGZILLA. ....ciii ittt e et e e e e st e e e e s s ssban e e e e e s e aanenes 20
FGURE: BUGLIFECYCLEADAPTED FROIO]).....ciiieieie et e e e e e e e e 20
HGURELO: GIT MANAGEMENT ANDABICHES. ....ccuteeeiteeeteeesiteaesiteeateeessseeaasseesnbeeansseesneaessseeaseeennns 21
HGURELL FLOW FOR TESTING NEWNCTIONALITIES HETAPR.......coiitiiaitiesieeesreeaneeesineesieeessneeanneeas 21
HGUREL2: LOGIN SCREEN OF THE A .. .ceiiuttiitttesiteeaaseeeasteeasiseeatesasssesassesssseeaassesssnesasnnesssesessesans 22
FHGURELS3: LOGIN SCREEN.....cutttettieauteeeauteeastseeasteeaatseeasteaaasseessseeaasseeabeeeasneeanbeeessseeaseeesnneeannnas 23
HGUREL4: OCARIT DASHBOARBIOMEPAGE ......ccutvieiiiiiiiiesiee ettt e siee et e sttt ie et ennneean 24
HGURELS: TESTENVIRONMENT. .....uttteuttieauteeesiteeateeeasteeabseessbeeaseaesaneeessseeaabeeessseesnneeeanneesneeennneens 25
HGUREL7: BLACKBOXTESTING ...t uttteuttteauteeesuteasseeessseeasseesssesaseeesaseesasseeanseesasseesnseessnsessnneessnneens 25
HGUREL8: MINDMAPPING OFHETESTIUITES. ... tutieettieateeesiteestteesstee s siee e st e e ssbeeaneessnneeseeeesnnee e 26
FHGURELD: TESTOASE. «. ..ttt ettee ettt etteeaiteeessteeeteeeasteeetseeente e e st e e e st e e smbeeeabeeeambeeenbeeeenbeeeabeeeanneaennneens 26
FIGUREZ0: TESTPLANS. ...ttt tuteeeettteateeeasteeesseeeabeeeasteeaseeeasseaeasseeaabeeeambeeabeeeambeeasbeeanbeeesnseeanseeennns 27
HGURER1: AUTOMATED TEST FORIBIGIN PAGE. ......uveieiieeatieeauiiessteeesteeasseeesnseeesseessnseeassseesnseesnsnes 27
HGURE2: REGRESSION TEFTESTPLAN. ....ceiutiiaitiieaitieestteesteeasteeeasseeassseesseeesstesaseeessseeaseeesnseeanssens 28
FIGUREZ3:BUGZILLA. ...ttt ettt ettt ekt e et ettt e et e e sab e e e bt e e anteeeneeeenbeeeanbeeanbeaenneeas 30
FHGURR2A: OCARDT - APIGATEWAY. .. ettt et e ettt s s e e e e e e e e et ettt e s e e e e e e e e e eeeaebbnnanneeeeas 31
AGURE5: APIGATEWAWINDMAPPINGVERVIEW. .....ccuviiaiiieatieesiteeasseeeaieeasseesanseeasssesanseessnseesnnns 33
HGURE6: MAPPNG OF TEST CASESHBD RESOURCE CHINDRE.......ccuttiatieeiieaesiieeaieeesiaeesnneeesneeeanens 33
FGURE 7 APITEST DESIGN .. uteteittieeteeesuteeaasteeasteaesssesanseeeasseesseeasssesaasseesnseeaassessnsesassseesnsessnsees 34
HGURE28: TEST EXECUTION OVERML. .. ...ceiutteeiutieasiteesteeeatteeaseeessseesteeessseeasssessnbeeesseeeanneaennseesnnas 34
HGURR9: SCRIPT OF A SPECTHST CASE FOR THEEBIENDPOINT. .....ceeittieatreeriieeeneeeseeeesineesneeesineens 35
HGURE0: LOG OF THE EXECUTEBNAN APPROVED TEST.....ctiiuttieiutieaieeesteeessteeaneeesseeessssessseessaneas 35
HGURE1:LOG OF THE EXECUTHEBNA FAILED TEST....ceeiutiiiteieateeaaueeeateeessseeassseesnseeasnsesssesssssessnses 36
HGURE32: RESULT OF TEST RUDIS BOTH VERSIONSTBRIEAPIGATEWAY......vviiiiiieiiie e 37
HGURE33: AVAILABLE VIESTED RESOURGCES .....utetettteauteeeateeateeaaneesaaseessnsesanseeesssessansessseesssnessnns 38
FGUREBA:BUG REPORT......ceitiieiutieaiteteaitteeauteaasteeeasteeabeaeameeeaabeeeasbeeaameeesnteeeanseeanbeaeanneeabeeeanneeans 38
HGUREBS5: BUG DESCRIPTION. ... utteeuttteauteaeauteeaatseessseaaaseeessseeaasseaasseesssesassesansessanseesnsesssssessnseeans 39
© OCARIOT Consortium Contract No. GA 777082 / RNP 3007 Page6 of 54
WWW.ocariot.com (D) ev-sn ]



http://www.ocariot.com/

D5.12¢ OCARIoT Functial Validation v1 Versionl.0 ¢ Final.Date:29.022020

FGUREB6: BUG FIXER RESPONSE. ......uvveeiitttreesissteeeassseseesassesessassessssassssessasssesassssssssnsssssssnsseessnnes 39
AGUREB7:LOGIN AND CHILD SQREE ......cceeiitrteeeiutteeeasuereesissesessassseesanssasesssssssesssssssessnssessssnssssesan 40
AGUREB8: ACTIVITYIST AND DETALLS....eeutttteeiutreeeasutereeessseseaasseseesssssesaanssssessssssessssneeessnssssessnsnes 41
FHGUREB9: OCARITDAAPPRVIND MAPPING OVERMI.........uuuuuuiiiriiiierierreneeeeeeeeeerieneenaeaaaeeaaaaaeeneeene 42
FHGURHEO: OVERVIEW OF TEST GASBR LOGIN SCREEN.......ccittteeieeeeiiieieeee e esiiiibiebesbeeebeeeeeeeees 43
HGURE1: PROCESS FOR CARRDINGTEST CASES....eieiiurireeitieressisreesassseessssseesssssssssssssssesssnsseeenns 44
HGURE2: APPIUM TOOL EMULATEIRNEL. «..eeettttteeestreeesanteeessseeessssssessssnssesssssssnssssnsseesssnsseessansseessd 45
FGUREIB:RUNNING THE TESTS it tittiateiteeieiaeiaaaa s s as s st bb bbb eb e e s s ee e ettt et et e et e aaeaaeaaaaaaaeaaaasaaeaans 46
© OCARIOT Consortium Contract No. GA 777082 / RNP 3007 Page7 of 54
WWw.ocariot.com (cc) R



http://www.ocariot.com/

D5.12¢ OCARIoT Functial Validation v1 Versionl.0 ¢ Final.Date:29.022020

List of Tables

TABLEL: OVERALL DELIVERABDETEXT OBP5.12IN THEOCARITPROJECT.....ceeiieieeieeee s 11
TABLE2: MANUAL TESTINRESULTS/L.0.0.....uuiiiiiiiiiiiiiieiiiee ettt 28
TABLE3: MANUAL TESTING RESIIVP.0.0......uuuuiiiiiiiiiiiiiiiieieetiee et 28
TABLE: RESULT OF TERUNS ORPIGATEWAY VERSIAND.O....cuvvviiiiiiiiiiiiieiieiiire et 36
TABLES: RESULDF TEST RUNS ARIGATEWAY VERSIANR. L.....uiiiiiiiiiiiiiiiieiietiere et 37
TABLES: EXAMPLE OF SPECIFYIEE CASES ... .uutttttttteeteteeetterttttetaaeaaaaaaaaaaaaaaasaassaasaaansnnsenssensennensees 43
TABLE7: SPECIFIED CASES. .. uuttttttttetttttetttttettttttattaaaaaaaaaaaaaaaaaasaasaasaaaaaaasaneeantbbebbbesreesseeeeeeeeeeeeeeees 46
TABLEB: RESULTS OF FAILEDTTEZESES. .. eeeiutteteeisttetesasuteeesssseeaesassssessasssnesssssssssassssssssnsseessnnsseesnnnses 47
© OCARIOT Consortium Contract No. GA 777082 / RNP 3007 PageB of 54
WWw.ocariot.com (cc) R



http://www.ocariot.com/

D5.12¢ OCARIoT Functial Validation v1 Versionl.0 ¢ Final.Date:29.022020

Terms and abbreviatins

API Application Programming Interface

CO Confidential

IDE Integrated DevelopmenEnvironment

APK Android package format
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Testware Subset ofsoftware with a special purpose, that is, for software tes]
especial for software testing automation.
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Executive Summary

This deliverable presents the initial solution for the Functional Validation cOBARI® solution It
represents the validation of the technical requirements identified in the delivesdi®? [1], D2.3[2],
D31 [3], D3.2[4], D5.2[5], and D53 [6], that coversomefeatures of the OCARIOT solution to gather
data from different devices and inputs. The Functioralidation was divided into five activitie§)
Test Planning(ji) Test Design(jii) Test Execution(v) Report Results, an@)Bug Tracking. The design
of the solution is explored tdepth for all these fiveactivities, showing the results obtained the
traceability of the outcomes.

Thisdeliverableincludesreports of three crucial components of the OCARIOT solution, nantedy,
OCARIoT Dashboard, the APIe@aty, and the Data Acquisition ARfformation aboutthe OCARIOT
apptestingwill be presentedin the updated version of thideliverable

The next chaptergxplain thetest process wautilised, and how we appled it for each OCARIoT
component

In this first version of the deliverable the components tested were:

1 The Dashboard OCARIOT, with 62%cofens coverage, with the pass rate of 48%;
1 The Data Acquisition App, with 78% of coverage, with the pass rate of 96%;
1 The API Gateay, with 65% of resources coverage, with the pass rate of 83%;
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1. Introduction

The purpose of this tasklask 5.5)as propsed in the Technical Annex of the OCARIoT project
(OCARIOT Project)s to improve the quality of the overall OCARIo$olution, byvalidaing the
functionalities of theOCARIOT integrated platform, including the OCARIoOT, #Ep OCARIOT
Dashboard the API Gateway, and the Data Acquisition AIfié overall aim is tprovidea robust and
reliablesystemwhich will operate smoothly during the planned pilot activities of the project.

In order to achievéhat main purpose, welefined atest procesg$8] [9] for functional validation of the
solution Our test processas five phases: (1) Test Planning, (2) Test Design, (3) Testtigrec¢d)
Report Results, and (5) Bug Trackiftj.those phases are detailetkscribed inthe next chaptes,
includinghow the testprocesswvasapplied to eacltDCARIotomponentof this scopeincludingresults
and discussions.

1.1. About this deliverable

This deliverable focuses on thiinctional validation of the overall OCARIoT, based on the
requirements from the deliverables D1, D2.3[2], D3.1 [3],D3.2[4], D5.2[5], and D5.36].

The context of thisleliverable is summarized in Table 1.
Tablel: Overall deliverable context of D5.12 in the OCARIOT project

Objectives The main objective of this deliverable is to present the outcomethe
Functional Validgon.

Exploitable results OCARIloTestprocess preliminary results

Work plan This deliverable is the first one related to the task 5.5. It defines &
process to validatéhe overall OCARIoT platform, and applies firoces
to the OCARIoT Dashhdathe API Gateway, and the Data Acquisition
(DAP)

Impacted Work packageWP2, WP3 and WP5

Deliverables D3.2 Data acquisition engine vZIhis deliverable has a direct imp
because it provides the second implementation of the DAP which
bass for the piloting phase.

D5.100CARIoT dashboard vhhis deliverable has a direct impact beca
it provides thesecond implementatiof the dashboard which is the ba
for the piloting phase

Risks This delivery will impactonthe hf S LINR 2SO0 Q& NXE
provide test cases for the OCARIoT Dashboard,Gadway DAPand
gamified appDelay on the delivery of the document could imply dela
the delivery of the related software and real piloting phase

Risk 5(Lacking consensus on the technological approach. Work cou
delayed and lead to inconsistencies and problen®isk 6(Incompletg
dzy RSNBGIFIYRAY3 2F LIAT204Q NBIjdz
business challenges & misfit of the solutiorutse's).
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1.2. Document structure

This document is organizedirsections. Irfection 1, it is presented an introduction to the document

and the main objectives of the functional tests design8ection 2describes the functional validation
processandthe conponents that were testedSection 3presents eaclpartnerdinternal validation
processSections 45 and 6 describe the Test Planning, Design, Execution and results for the OCARIoT
dashboard, APl Gateway and DaAtquisitionApp, respectively Finally the Section 7 summarizes the
content of the document in theontext of the overall OCARIOT project.
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2. Functional Validation of Overall OCARIoT

The main goal of thideliverable B to have a reproducible testing environment that can ensure that
the requirements are correctly implemented or, at least, that keeps kratthe incomplete ones. Itis
important to have a weltlefined procedure for tests and a welbcumented proces$8] [9] for
functional validation of thesolution

2.1. Overall OCARIOT

This section provides an overall introduction to the OCABdbfionand its architecture. The OCARIOT
app anddashboard promotes aehaviouralchange towardthe healthy habits of children, providing
enjoyable activities though gamification.

The architecture is presented in the deliverable OFigurel] whichshows the integration between
health devicesn the OCARIo3olution.

Proprietary app Data Acquisition App

| —— | ==

—

| | inner Architecture

|
RESTful API RESTful APL APl
g Mo ——
Reasoning and Gamification
3 coaching Work Package:
AMGP Al A wp3
i i — -
I I wea
(0 | Messaging Channel (Rabbitm) | ) | wes

Figurel: OCARIOT architecture

This first version of théunctional validation of the OCARIoT will focus on the OCARIoT Dashbeard,
API Gatewawnnd the D& Acquisition App

2.1.1. OCARIoT Dashboard

The OCARIoT Dashboard ig @f the two user interfaces of the OCARIoT platform alongside with the
OCARIlo@gamified App The Dashboard will share data of the children so heal#h professionals and
educators carget accessThe OCARIoT Dashboado provides functionalities likéood Tracking,
Activity Tracking, Motivational and educational activitiasd Followup of child progresgrigure2].
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Figure2: OCARIoT Dashboard

2.1.2. API Gateway

The API Gatewayresented irthe Deliverable D3.lallows the integration of IoT platforms through

loT microserviceandit is thesingleentry point for communication betwee@®@CARIoTlients(Data
Acquisition App, OCARIoT ApzARIoT dashboarchd Embedded Gatewaynd OCARIoEervices
[Figue 3]. The API Gateway reduced coupling and complexity of clients and microservices, and
increased security, reducing attack surface.
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OCARIoT - API Reference
[ 100 Jouss|

OCARIloT - Smart Childhood Qbesity Caring Solufion using loT potentisl.
This is the reference of the RESTiul API of the OCARIGT services. Each resource type can have ane or more representations of data and one er more methods.

Contact the developer
Apache 2.0

Servers

| https:ilocalhost - OCARIoT Local Server v

aulh Operations for the user authentication in plataform. N

‘ fauth Authenticate user an platform ‘

USErS Operafions for all plataform users. v

l ('SN3 | /users/{user_id} Delete userdata. 8 |

2w B /users/{user_id}/password Update user password 8

institutions operations for the Institution resource. v

Figue 3: TheOCARIoT API Gateway

2.1.3. Data Acquisition App

The OCARIodcquisitionapplication provides the user with the data that is providbédough the
OCARIloDashboardafter data synchronization. Each chjiigure4] has data on physical activity,
sleep, weight and heart rate. Weight and heart rate data are synchronized right into the app using
devices with 10T technology.

I BROOO1
Q  Last sync: we

*) BRO002
T Last sync: we
") BRO003
" Last sync: We
") BRO004
T Losteync: i
*) BRO00S
T Lastoync:
1. BRO006
QO Lostsyne: Fr
[ BRO00S
) Last sync: Fri

I BRO009
) Lastaync:

1 BRO010
) DSt ByN

Figure4: OCARIoT DA APP
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2.2. Test Process for Functi onal Validation

The validation procesq8] [9] will ensurethat the software meets and fulfils all the functional
requirements.In this deliverable, weropose avalidation process for testingpe functionalities of the
overall OCARIloFolution andit includesbasic taskgo define how the tests will be elaboratk
performed and analysed.

Figure5 shows that theproposedvalidationprocessvas divided into five activities: Test Planning, Test
Design, Test Execution, Report Results, and Bug Tracking.

Test Planning
Test Design
Test Execution
[¥1  Report Results
#  Bug Tracking

Figure5: Validation Process

As described ifrigureb, theinitial task of the validatiofis where we defined the scope of the test and

all the activities needed in order to accomplish the correct performance of the system. Once identified
what and how the system will be testéis necessary to desigand write all the test cases that will

be executed. All the results obtained from the execution of the test cases were reported, as well as
the bugs identified in order to be fixed.

2.2.1. Test Planning

Before the implementation of the tests start, an understamy of the requirements, goals, and
structure of the project is needed. To do that, we first created a Test Plan. The Test Plan will provide

the structural approach describing how to test the OCARI@tion in order to accomplish the
expected results.

Figure6 presents the tasks the test team has to follow in order to create the Test Plan.
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Figure6: Test Plan

1 Identify Scope: Establish whatgsing to be tested, in oet to show to the teamthe exact paths

that need to be covered while performing the tests.

1 Design Test Strategy: Determinate how testing needs to be done and which types of testing will be

performed.

1 Define Test Objectives: Idgfy the goal and achieveent of the test execution, to ensure that the

software released is bufyee.

= =4 4 4 A -

maintained during the testing phase.

Plan Test Environment: Setup software, hardware, and network needed to test the software.
Resource Planning: Determinate human, system and equipmesources required faesting.

Define Test Criteria: Specify the criteria that deternsitieat the test phase is complete.

Schedule and Estimation: Break and estimate the test phase into small tasks.

Assign Roles and Responsibilities: Define the anldsresponsibilities ofhie testing team.

Identify and Determine Test Deliverables: List of all the documents that have to be developed and

During the validation process it is hecessary to compare the actual progréskestrategy defined
inthe Test Plan to adapt planning based on test results and changes as a Test Control.

2.2.2. Test Design

Onceit is identified and established the strategy for the validation of the OCARMUTion it is
necessary to describe how the test should be done and hmnytestsare necessary. The activities
established during the Test Design are giveRigure?.
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Select the test Evaluate the ldentify and create Define automation Establish test
technigue that will testability of the the test suites and . ) environment and
. . testing framework X
E cover the risks requirements test cases scenarios

Figure7: Test Design

1 Select the test technique that will cover the risks: Determinate tést techniques that mitigate
the risk of bugs in the software released.

1 Evaluate the testability of the requirement&nalyseevery requirement and use case in order to
identify the testability.

1 Identify and create the test suites and test cases: Sthdyequirements and use case in order to
identify the test suites and elaborate test cases.

1 Define automation testing frameworlEstablish the best test automation framework to test the
system and to create the scripts.

9 Establish test environment and sw@rios: Prepare the environment and infrastructure for the
execution of each test case.

2.2.3. Test Execution

The Test Execution is one of the most important phases of the testing life cycle. In this phase, the
testing team starts executing the test cases preplarethe design process.

During this process, the results obtained from the execution of the tests are compared tatvidat
expected. The results should be reported including information about the version of the software
under test, tools used anekstware. Through all the procss it is important to report unconformities

in order toanalysethe cause.

2.2.4. Report Results

During the test execution, all the results and logs obtained from the tests must be reported. Document
test results and log defects for fadl cases will allow theest team to track the defects (bugs) to
closure.

With the results obtained, the test team will identify if additional testing is required or whether the
specified exit criteria should be changed.

2.2.5. Bug Tracking

After checking theest record and the resulbf test case executionsany bugs found should be
reported so that the development team can work on system tweaks and fixes. Once the correction has
been made, the test team will be able to perform the retest activities armsaguent bug fixeBug
tracking also helps the test team to perform regression testing and identify if bugs impact other areas
of the systemAll the bugs identified during the tests will be reported in Bug@lagzilla, n.d JFigure

8], which is an opesourceissue/bug tracking system.
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Bugzilla - Browse

Home | New | Browse | Search | | N R HHMER [?] | Reports | Preferences | Administration | Log out Iia carolline 93@gmail com

Select a product category to browse:

OCARIoT APL: Test of the API Gateway.
OCARIoT APP-GAME: The Gamification Strategy: Promote that children between 9 and 12 years old acquire healthy habits in the nutritional and physical activity areas while
keeping them in long-term engagement using fun and easy mechanisms.
OCARIoT DATA ACQUISITION APP: A Custom Android application used by the OCARIoT platform for aggregation of data related to physical and sleep activity and synchronization of this data.
OCARIoT Dashboard: Client for health professionals, educators, and parents to moniter children
Test: Testing the Bugzilla use.
TestProduct: This is a test product. This ought to be blown away and replaced with real stuff in a finished installation of bugzilla.

Home | New | Browse | Search | | N RN [7] | Reports | Preferences | Administration | Log out
M s

Figure8: Bugzilla

Bugs has different states during its life cycle, as shioviaigure9:

New bug already Developer stops work on the bug

Bug is filed by a non-empowered user confirmed by user
l i \ 4 Developer is working
Bug determined to be present on the bug
»| UNCONFIRMED »| CONFIRMED »| IN_PROGRESS
p— A : A
R B iras o e o o e S LS e e o o S ]
Fix turns out to be wrong g /\
’ Tester is not satisfied
Bug is reopened with the resolution
Bug was never confirmed
Bug is not fixable
A\ A
VERIFIED < RESOLVED |g
Tester verifies that Fix cheked in
the solution works 1
FIXED !
i DUPLICATE |
Tester | WONTFIX !
i WORKSFORME |
: INVALID !

:& Developer L SO
Figure9: Bug Life Cycl@dapted from(Bugzilla, n.d))

Once the developer confirmed that the fix of the bug is checked in as Resilh®decessary to
identify one of the possible resolutions:

1 Fixed: Théug has been fixed armépository updated.
1 Duplicate: Used when the problem has been reported befarther bug that is already in the

system.
f  Wontfix: tmay be abugputitg 2y Qi 6S FAESR FT2NJ 42YS NBLazy o
comment).

1 Worksforme:The bugwvas testedandit is unable to reproduce it using the provided steps.

1 Invalid: The resolution is usaehen the problem is not a bug or the change to fix it is outside the
power of the component's developers.
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3. The 0 A O O1Iren@l &alidation Process

Each partnerinvolvedin this taskis in charge of perforingtests tointernallyvalidate thér code This
section presentshe internal validation process of each partner usedest their products

3.1. The TECNALIA Process

The internal validation process 6fK S 3| Y A fBdtueR calriedlal® By TECNALIA is based on
testing each functionality individually (including the interaction with already tested functionalities, if
any). We use Git Extensions for managing the Git repository of the app developmertayW¥ 3
branches ihaster, developerl, developer2), one for each developer and master for integrating all
implementations.

){ OcariotApp (master) - Git Extensions
Start Repository MNavigate View Comirr

‘ol | || ~ | b A ~\UnityProjects\Oca

Search: | | JO -

v B Branches

I master

- I Developer2

! -k DeveloperT

v +~ Remotes

. > % Git_Tecnalia_OCARIoT

Figurel0O: Git management and branches

The testing process is detailed in the Figure 11.

[ TEST NEW FEATURE }:

y A

N N
DON'T WORK
[ WORK PROPERLY [ PROPERLY
7 7
Y Y
r N i N
COMMIT IN
CURRENT BRANCH ERROR DETECTION
\ 7 \ v
Y Y
MERGE MASTER ]
BRANCH ] ERROR FIXED J

Figurell: Flow for testing new functionalities in tt@CARIo&pp

Once a new feature is finished, we simulate the user journey for using that feature. If the app works
correctly, the feature implementation is committed in the developer branch #émeln, the master
branch is updated. In case the app does not work as expected, the errors and problems identified are
solved and then the feature is tested again as a new feature. When all the features are implemented,
then each screen of the app is tagli considering althe actions a user can perform in a real
environment.
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Log In

User

ESTestApp

Password

Fokkkkkkkk

Remember
v me

Figurel2: Login screen of the app

For example, the sequence of actions to test the proper functioning in Login séiigeine(L 3) are:

1 Enter a correct username, enter a correct password, press sign in.
- Ifitis the first time the child enters the app, then create the initial gamification profile and
go to the comic page.
- Ifitis not the fist time the child enters the app, go to thean page.
1 Enter a correct username, enter an incorrect password, press sign in, a message of incorrect login
data appears.
1 Enter an incorrect username, enter a correct/incorrect password, press sign in, a meaxsag
incorrect login data appears.
1 Enter a corect username, enter a correct password, clicRemember méoption and press sign
in.
- Enter to login page again, and if tlBemember méoption was clicked, the username and
password should appear completed, press sign in and go to the main page.
i1 Enrter to login page again, the username and password should appear completed, uncheck the
oRemember méoption, press sign in and go to the maiage.
- Enter to login page again, and the username and password fields should be empty.

3.2. The UPMProcess

The interral validation process of dashboard functionality carried aut/PM consisted in test each
feature implemented, ashe flow of Figure 1lshows (the same process is followed for the two
frontends the gamified app and the dashboardjh the progct exists 5 branches (masteilba,
Giancarlo, Eduardo, Alexp@for each developer and master for integratingtlad implementations.

When there is a hew feature implemented, the flowhich a user would follow in a real situatida

simulated. If he dashboard responds correctly, a new commit is created in giee loranch and then

theY aG4SNJ 6N yOK Aad dzLJRFGSR gAGK flFad OKFry3aSaod LT
expected, the error should be detected and fixed. Once the error bas fixed, it goes back to the

initial step.

Then, when althe functionalities are implemented, each screen of the dashboard is tested with the
actions a user in a real environment would perform.
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FAMBROO1

@

Forgot your password?

£ english

"B -!‘."_P, This project received funding from the European Union's Horizon 2020 program under the grant agreement n° 777082 and the 2020
= St Brazilian's Ministry of Science, Technology, Innovation and Communication through RNP, agreement n® 3007. Life Supporting Technologies | UPM

Figurel3: Login screen
For examp, the sequence of actions to test the proganctioning in Login screeifrigurel3) are:

1 Enter a correct username, enter a correct password, press sign in, go to main page.

1 Enter a correct usernameenter an incarect password, press sign in, a message of incorrect
password appears.

1 Enter an incorrect username, enter a correct/incorrect password, press sign in, a message of
incorrect username appeatrs.

1 Click on language, the dragown list with posdile languages ggear, a language is selected, the
language of dashboard charge

1 Click ordforgot your password £a popup appears.
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4. OCARIoT Dashboard

The main functionalities of the OCARIOT ecosystem are food tracking, physical actokipg,

education and mavation on healthy habits. The OCARIoT Dashboard will provide a visualization panel

for family, educators and healthr NB LINRPFSaaAiz2yltfa (2 Y2yAG2N OKAf R
The dashboard is divided into eight different functiones{Figurel4]:

- Followup: Tracking child's progress in play, eat, and physical activity.

- Missions: List of child missions for being a secret agentkThee progress of children in response
to missions and their statistics.

- 10T Devices: Fdracking environmental data through synchronized devices.

- Food Intake: Collect and track child nutrition habits.

- Physical Activity: Collect and trachildren's activities, exercise and sleep quality.

- Profile: Extended child data for study.
~ . S =
< 0CAR o gl ]

asmin

Follow-up Missions loT devices

il

Food Intake Physical Activity Profile

Callect child mwtrition habits ect child actiatees, exarcises vtended child data for sty

%@

- -l-!' . Thez imeopec récimvd furning o e Barcpaan Unoe's Moroon AT seogrim undit B graet agrimant i TR anditha ik
= Rzt Winirry of Soisnce, Technoiogy. innowacsion aad Commeanicrion Tough BRE. agresTa 4% 30T LHe Sypparsing Technodogbes | LA

Figureld: OCARIoT Dashboard Homepage
The functional validation of the OCARIoT Dashboard functionalities will follow the process presented
in section 2.2.
4.1. Test Planning
To initiate the functional validation of the OCARIoT Dashh@afest Pla needs to be created.

- Scope: All the features dfie dashboard defined in the requirements specification available on
deliverable D5.25].

- Test Strategy: Integration Test akaceptance Testhouldbe conducted during the functional
validationoft§ RIF aKo 2 NR (2 SyadaNE GKS aeaidisSvyqQa O2VYLi

- Test Objectives: The objective is to verify that all the functionalities are working as expected
without any errosor bugs before deplingto a production environment.
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- TestEnvironment: The OCARIoT Dashboard will be set in a test environment accorBiggre®

15.
ﬁ ’ Database
Tester

Web
Server

Figurel5s: Test Environment

- Resouce Planning: For teisty the Dashboardt was neededthat the system and equipment
resources satisfy the Test Environment presenteBigurel5. Testlink and Bugzilla were chosen
as Test Tools to ensure the accomplishment of the reguénts and two testers were responsible
for the testing.

- Test Criteria: The Exit Criteria to ensure that the test phase is successful is that Run rate is
mandatory tobe 100% unless a clear reasogiigen,and Pass rate is 90%.

- Schedule and Estimationrstiversion of the Dashboard-ebruary to August 2019. Second version
of the dashboard August to December 2019. Create the Test Specification, Perform Test Execution
Test Report, Test Delivery for both versions.

- Roles and Responsibilities: A tester bélresponsible to define the Test Plan aalbngside a
second testerwrite and execute test casesd report bugs.

- Test Deliverables: Before testingest plantest cases, and test design specification. During
the testing Test scripts, test datand error log and execution logs. After the test phaisest
reports and Release.

4.2. Test Design

The Test Design describes how the testing activities shoutlibbe, including information about how
many tests will need to be performed and conditions. Idesrto satisfy the Acceptance Test, it is
important to choose the best technique to cover the risks and test all the requirements of the OCARIoT
Dashboard.

Fundional testing considers the behavioof the software, so blackox techniques may be used to
derive test conditions and test cases for the functionality of the component or syfdtejmAccording
to Fgure 16, the Black Box Testing permits the tester to act as a useaemnan inputs and outputs
without bothering about internal knowledge of the software.

EE——
Test Case Output

—
Test Case Input

Tester Software

Figurel6: Black Box Testing

The OCARIoT Dashboard wagddiel into small sections, according to its functional requirements, and
organized in a mind mgrigurel?]. Each section became a test suite for thd tesesTest suite is a
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container that categorizes a set of tests in order to help testers in executing and reporting the test

execution status.

G Lo PROFILE
HOME SCREEN
PHYSICAL ACTIVITY
FOLLOW.LP
FOOD INTAKE
MISSIONS

loT DEVICES

Figurel?7: Mind Mapping of the Test Suites

Once specified the Test Suites, it is emxary to define the test cases. The Test Case will provide the
instructions to ensure that the requirement is validated, some requirements need more than one test
case. Althe test cases were added to the Testlink platfddr®] [Figurel8]. Testlink is an opesource

test management tool thasupports both automated and manual executionlast Cases.

Surmemary

Preconditions
1. Access the OCARIT panel site

& Step actions

OCARIGT-1 : Display images on login screen - Version1 kbl &

Verify that the login screen displays images related to the project goal

Expected Results
1 Given | am accessing the DCARIT Dashboard site Then Nl see the app login screen

F Check if the login screen shows images related to the project Then the login screen displays images relabed to the project Manual

(Smm: Final Importance : Medium  Execution type : Manual

Estimated exec, (min) :

Keywords: None

Test Plan usage

Version % Test Plan

! Login Test Plan v1.2: TTbalcT7l24Mbal%d 1aa tcel Soeblned e 1 0abaT 5

Attached files =

Figurel8 Test Case

For the first version of the dashboard (v1.0.0) available for the test team, besides the test cases, some
other tests were automated. Selenium was established as the test automation framewotieftedt
cases that the test team identified as a good cdatk for automation.
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Once available a second versiointhe dashboardqv2.0.0), some of the tests created for v1.0.0 were
outdated and needed to be updated or removed for the new executions asaweibw tests were
written.

4.3. Test Execution

To organize all the executions and versions of the test written, it was necessary to create different test
plans on Testlinkigurel9] and add the tescases that will b part of that execution.

Current Test Plan:
Dashboard v2 .

| Q
Dashboard v2

Follow Up - Screen

Home 5Screen - Test Plan

Login - Screen Resolutions

Login Test Plan v1.2:
77ba1c77234fbad941aa1ce29ce80aad
Tel0atay

Missions - Test Plan

Regression testing
Figurel9: Test Plans

For v1.0.0, the test cases associated with Home Screen and Login were performed manually and
through automated test§Figure2Q].

Driver():

Thread.s
driver.c

ystem.out.println ("Test Compl

Figure20: Automated test for the Login page

Once available the v2.0d) the dashboarda test plan for the Regression test was created with all test
cases that was already written at the beginning of the test phase, as shokigure21.
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4 5 OCARIeT Validation / Regression testing (167)( 54, 55, 43, 15
4 = Funcficnal Requirements (167)( 54, 55. 43, 15
4 =5 Login (203(0. 10, 10, 0 )
[ CIREQ_0M (340, 0, 3, 0
[+ [C7] Screen resolutions (4)(0, 4, 0, 0}

=| OCARIoT-5:Valid Legin - Educator profile

=| OCARIloT-6:Invalid Login - Educator profile

=| QCARIloT-7:Valid Legin - Health Professional profile
=| OCARIloT-8:Invalid Login - Health Professional profile
=| OCARIoT-9:Valid Legin - Family profile
=| OCARloT-10:Invalid Login - Family profile
=| @CARIloT-11:Link Password Recovery
=| OCARIloT-12:Recover password - Educator profile
=| OCARIloT-13:Recover password - Health Professional profile
=| OCARloT-14:Recover password - Family profile
=| OCARIoT-15:Try entering the pane without filling in the legin fields
OCARIoT-16:Reset password - invalid user regisiration email
=—| OCARIoT-17:Check language switching on login screen
[» ] Home Screen (150, &, 9, 0}
t+ [C] Follow-Up (15)(15, 0, 0, 0}
[+ £ Missions (221(22, 0, 0, 0}
I+ [C7 Physical Activity (26)(0, 14, 10, 2}
i~ [T Profile (200(3, 13, 4, 0)
i+ [C] Food Intake (37){2, 12, 10, 13)
[» [C7]1oT Devices (12312, 0, 0, 0)

Figure21l: Regression testTest Plan

As a result of the execution of the regression test, the test team observed that some test cases were
outdated and needed to be updated or removed. ifigprove that, they created a new test plan,
Dashboard v@Figurel9], with the new tests and updates for the v2.0This test plan will be executed

for the next deliverable.

4.4. Report Results

The results of the execiain of the tests of the v1.0.8re shownm Table 2 and Tabl&

Table2: Manual testing resultsv1.0.0

Login 20 55.00% 20.00% 25.00%
Home 15 73.33% 6.67% 20.00%
35 66.00% 12.00% 22.00%

Table3: Manual testing resultsv2.0.0
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Login 20 10 10 10 0 0
Home Screen 15 6 9 9 0 0
Follow-up 0 0 0 0 0 0
Missions 0 0 0 0 0 0
Physical 26 14 10 10 0 2
Activity

Profile 17 13 4 4 0 0
Food Intake 35 12 10 10 0 13
loT Devices 0 0 0 0 0 0
#Total 113 55 43 43 0 15
_ 48.6% 38.00% 100.00% 0.00% 13.2%

It is important to highlight that 13.2% of the tests are blocketausesome functionalities a not
fully implementedup to this momentThe Test Suite will be executed ag@inthe next versions.

4.5. Bug Tracking

All the bugs identified aftechecking the test record and the result of regression test executions were
reported in Bugzill§10] [Figure22] following the Bug life cycle defined in section 2.2.5.
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Bugzilla — Components for OCARIoT Dashboard

Home | New | Browse | Search | _ . [?1| Reports | Preferences | Administration | Log out livia_carolline. 93@gmail.com

Select a component to see open bugsin  QOCARIoT Dashboard

that component: Client for health professionals, educators, and parents to monitor children
Components Default Assignee
Sabrina Souto
Followup

Tests the followup card.

Sabrina Souto

FoodIntake Tests the food intake card.
H Sabrina Souto
e The home's dashboard
c Sabrina Souto

IoTDevices Tests the [oT Devices card.
T Sabrina Souto
Login The login's dashboard

S Sabrina Souto
Missions

Tests the missions card.

Sabrina Souto

PhysicalActivity Tests the physical activity card.

Sabrina Souto

Profile Tests the profile card.

Home | New | Browse | Search | _ .. [?]1| Reporis | Preferences | Administration | Log out livia_carolline 93@gmail com

My Bugs

Figure22: Bugzilla

The number of bugs identified during the executisshownin Table 3on the#Reportedcolumnand
number of fixed bugs in the #Fixedlumn It is important topoint that the Dashboard bugyvere not
fixed in this version, becaa they were repaied a few days ago and the responsilgartner did not
haveenough timeto confirmand fix the reported bugs.
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5. API Gateway

The API Gateway is responsible for forwarding client requests to the right endpoint. As described in
the TechnicaAnnex[7], theuse of an API gateway increases security, since decreasing the number of
entry points.

The OCARIOT API Gateway was designed and documented using Swagger since it issanrapen
solution. Swagger providesP| design (Swagger Editor), documentation generation (Swagger Ul) and
code generation for client and server (Swagger Codegen).

The RESTTAPI is the bridge between the clients and the microservice, and it will only be possible to
consume the resourcesffered by this system following its documentation, based on that, it is
important to test if the resources offered are those defined in decumentation. The following
process for the functional validation is defined in section 2.2.

Figure23shows the resources: user authentication (auth) and operations for all platform users (users),
currently the API contains a total of 31 resources that can be viewed at
https://api.ocariot.Ist.tfo.upm.es/vl/reference/

= OCARIloT

OCARIoT - APl Reference @<

https:/fapi.swaggerhub.com/apis/nutes.ocaniot/OCARIoT/v1/swagger.json

OCARIoT - Smart Childhood Obesity Caring Solution using loT potential

This is the reference of the RESTTul API of the OCARIoT services. Each resource type can have one or more representations of data and one or
more methods.

Contact the developer
Apache 2.0

Servers
Ihltps:f!localhosl-OCARIoT Local Server v ] Authorize ﬂ |

auth operations for the user authentication in plataform. v

‘ /vl/auth Authenticate user on platform. ‘
USers Operations for all plataform users. N

[m Jvl/users/{user_id} Delete user data a l
PUT /vl/users/{user_id}/password Update user password. a

‘. /vl/users/{user_id}/reset-password Resetuser password a ‘

Figure23: OCARIoTAPI Gateway

5.1. Test Planning
The Test plan of the API Gateway:
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1 Scope: All the API functions available loitps://api.ocariot.Ist.tfo.upm.es/vl/reference/

1 Test Strategy: Integration testing and system testing must be performed during APl Gateway
functional validation to ensure compliance with parameteesponses and request body of the
APIL.

I Test Objectives: The objective is to verify that all the functions documented on the API are working
as expected without any error or bugs before defhgpto a production environment.

1 Test Environment: All scripts were created using Node.js, tbehisl test framework and the Chai
library, the scripts were implemented in dntegrated DevelopmentEnvironment (IDE) being
executed on the machines of the people involved.

9 Test Criteria: 100%overage of APl endpoingsd Pass rate is 90%.

1 Roles and Respaibilities: A tester will be responsible for defining the test plan and, alongside a
second tester, recording and executing test cases and reporting bugs.

1 Test Deliverables: Before testinfest plan, test cases, and test design specification. Duriag th
testing Test scripts, test data, and error log and execution logs. After the test phasereports
and Release.

5.2. Test Design

As performed in Dashboard tests, bldmkx tess also willbe used to test if the APl methods are
correct. All the methodavailable in the API will work as test cases, once it establishes the inputs and
outputs expected from the test. Therefore, for each endpoint provided by the API, custom test cases
are specitd to verify the functionality of each resource.

Figure24 shows the overview of the mapping of some API resources. Each resource pemdgemts
according to the business rules, such as: the resource children (1) provides, in addition to others, the
endpoint (2) to registea child user in the database. The tests (3) for this functionality can be seen in

Figure25.
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Figure24: API Gateway Mind Mapping Overview

Figure25: Mapping of testases to the resource children
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